
Free, Functional, and Secure
Dante Catalfamo



What is OpenBSD?



Not Linux?
● Unix-like
● Similar layout
● Similar tools
● POSIX
● NOT the same



History
● Originated at AT&T, who were unable to compete in the industry (1970s)
● Given to Universities for educational purposes
● Universities improved the code under the BSD license



The License
The license:

● Retain the copyright notice
● No warranty
● Don’t use the author's name to promote the product



History Cont’d
● After 15 years, the partnership ended
● Almost the entire OS had been rewritten
● The university released the (now mostly BSD licensed) code for free



History Cont’d
● AT&T launching Unix System Labories (USL)
● Sued UC Berkeley
● Berkeley fought back, claiming the code didn’t belong to AT&T
● 2 year lawsuit
● AT&T lost, and was found guilty of violating the BSD license



History Cont’d
● BSD4.4-Lite released
● The only operating system ever released incomplete
● This became the base of FreeBSD and NetBSD, and eventually OpenBSD 

and MacOS



History Cont’d
● Theo DeRaadt

○ Originally a NetBSD developer
○ Forked NetBSD into OpenBSD after 

disagreement the direction of the project

*fork*



Innovations



W^X 
● Pioneered by the OpenBSD project in 3.3 in 2002, strictly enforced in 6.0
● Memory can either be write or execute, but but both (XOR)
● Similar to PaX Linux kernel extension (developed later)



AnonCVS
● First project with a public source tree featuring version control (1995)
● Now an extremely popular model of software development

anonymous

anonymous

anonymous

anonymous

anonymous



IPSec
● First free operating system to implement an IPSec VPN stack



Privilege Separation
● First implemented in 3.2
● Split a program into processes performing different sub-functions
● Now used in almost all privileged programs in OpenBSD like httpd, bgpd, 

dhcpd, syslog, sndio, etc.

Unprivileged
environment

Parent Child ChildChild
pipe



Privilege Revocation
● pledge(2)

○ Restrict syscall permissions

● unveil(2)
○ Restrict file access



pledge(2)

● Implemented in OpenBSD 5.9
● Drop access to syscalls that are no longer needed
● pledge("stdio dns inet", null)
● Attempts to access any restricted syscalls after pledge cause the program to 

be killed



unveil(2)

● Implemented in OpenBSD 6.4
● Hide the filesystem and only expose parts you need
● unveil("/home/zzz", "r")
● Accessing anything other than /home/zzz will throw ENOENT
● Trying to write to /home/zzz will throw EINVAL or EPERM



Privilege Revocation
● Simple compared to other frameworks like capsicum or firejail

● Used in most of the base system



Randomization
● ASLR

○ First widely used operating system to provide this by default

● KARL
○ Unique kernel each reboot

● Library order randomization
○ Randomly relinks libc.so, libcrypto and ld.so on startup



ASLR
● Libraries, heap, program code

are randomly distributed through
virtual memory each time the
program starts

● Random stack offset



KARL
● Relinks kernel libraries in random orders
● Adds lot of randomization to the code itself



Kernel ASLR vs KARL
● Kernel ASLR

○ Same kernel binary
○ Address space randomized

● KARL
○ Unique binary each boot
○ Linking order randomized

● OpenBSD does BOTH!



arc4random(3)

● Very high quality random numbers
● Originally used RC4
● Now uses ChaCha20



Other
● Position-Independent Executables (PIE)

○ First OS to enable PIE by default

● RETGUARD
○ Mitigation against ROP exploits
○ Compiler-based exploit mitigation

● Randomized PIDs



Philosophy
● Correctness
● Portability
● Documentation
● Rewriting bad code
● Keeping it simple



Crypto
● Founded in Canada
● Avoid US export controls



Security
● Widely considered to be the most secure general purpose operating system in 

the world
● Least privilege principle
● Under a constant audit from all developers



Cathedral Style Development
● One repo to rule them all
● All components properly integrated



Releases
● The operating system base is released as a whole
● Patches to the OS are installed using syspatch(1)
● Upgrading is done with sysupgrade(1)
● Releases come out every 6 months
● Artwork and music 









Projects



OpenSSH
● You already know it
● It’s everywhere
● This is the upstream



LibreSSL
● Forked from OpenSSL during the Heartbleed vulnerability
● Massive effort
● Legacy code removal
● Vulnerability fixes
● Modernization
● libtls

○ Easy crypto for C!



openrsync(1)

● Rewrite of rsync with a friendly BSD license
● Privilege separation and revocation, exploit mitigation



pf(4)

● Extremely simple configuration and administration
● Ported to many other OSs:

○ MacOS
○ iOS
○ FreeBSD
○ NetBSD
○ Solaris
○ QNX
○ Blackberry
○ Others



Some tools
● signify

○ cryptographic signature tool used to author releases and verify patches, very simple

● mandoc toolchain
○ Manpage utilities

● sndio
○ OpenBSD sound subsystem. Very simple and flexible

● doas
○ A sane sudo replacement

● httpd, relayd
○ http server and http/tcp relay



Some tools
● vmm/vmd

○ Homegrown virtual machines

● switchd
○ Software Defined Networking daemon, implements OpenFlow spec.

● unwind
○ Validating DNS resolver

● xenocara
○ Fork of X11

● acme-client
○ Client for LetEncrypt’s ACME service



Networking Daemons
● OpenSMTPD
● OpenBGPD

○ RPKI-Client

● OpenNTPD
● OpenIKED



Additional networking daemons
● CARP
● DHCPd
● DNS

○ Authoritative - nsd
○ Resolving - unbound

● FTPd
● LDAP
● HostAPd
● NFS
● OSPF
● RADIUSd
● RIPD
● TFTPd
● More!



Fun Fact
Android’s Bionic libc is heavily derived from OpenBSD’s



OpenBSD in MY Shopify!?
It’s more likely than you think!

● Office firewalls run PF
● Everyone uses OpenSSH
● Firewalls and network core use CARP
● Countless security mitigations ported from OpenBSD to MacOS, Linux



Use case considerations
● Network edge
● Mail servers
● DNS server
● BGP server
● Secure systems
● Authentication server
● High risk environments
● Places where correctness and predictability are important

● Increased security causes a small performance hit
● Multiprocessing kernel doesn’t fully utilize multi-core processors
● VMs are still experimental and not production ready, but getting better



Hackathons & Conferences
Funded by the OpenBSD Foundation, many innovations in OpenBSD come from 
hackathons hosted all over the world.

The Canadian BSD conference takes place every year in Ottawa

● BSDCan - UOttawa



Installation































































Sysadmin basics



Editors
Three choices in base:

● ed - The standard editor
● vi - Skinny ViM
● mg - Micro Gnu emacs

Comes with tmux(1) by default!







man(1) pages
● Contain everything
● apropos
● man afterboot
● man hier
● Manpage sections:        man <#> intro

○ Section 1  -  General commands
○ Section 2  -  System calls
○ Section 3  -  C library functions
○ Section 4  -  Device drivers
○ Section 5  -  File formats
○ Section 6  -  Games
○ Section 7  -  Miscellaneous
○ Section 8  -  System management
○ Section 9  -  Kernel development



Filesystem hierarchy
● /bsd  -  The kernel
● /bsd.mp  -  The multiprocessing kernel, of you’re on a platform that supports it
● /bsd.rd  -  The ramdisk kernel, used for installation
● /bin/  -  Statically-linked essential user tools
● /sbin/  -  Statically-linked essential superuser tools
● /etc/  -  Configuration files
● /dev/  -  Device files
● /home/  -  User home directories
● /mnt/  -  Empty mount point
● /root/  -  Root user home directory
● /var/  -  Persistent non-user data: logs, mail, databases, websites, etc.
● /usr/bin/  -  Most other user tools
● /usr/sbin/  -  Most other superuser tools
● /usr/{lib,include,share}  -  Program resources
● /usr/local/{bin,lib,include}  -  All package provided files, except for configuration files



User management
● adduser  -  Interactively add users
● chpass  -  Interactively change user info

● useradd  -  Non-interactively add users
● usermod  -  Non-interactively modify user info
● userinfo  -  Get information on a user
● userdel  -  Delete a user account



Group management
● groupadd  -  Create a group
● groupmod  -  Modify a group
● groupinfo  -  Get information on a group
● groupdel  -  Delete a group



doas(1)

● man doas
● man doas.conf







syspatch(8)

● Dead simple to use
● Fast
● Should something go wrong

○ Rollback the last patch with -r
○ Rollback all patches with -R





rc(8)

● The command invoked by init(8) 
● Very simple
● rcctl(8)
● Split up into several parts:

○ /etc/rc  -  Startup command script
○ /etc/rc.conf  -  System daemon configuration database (don’t touch)
○ /etc/rc.conf.local  -  System local configuration
○ /etc/rc.d  -  Location of rc.d(8) scripts



rc.conf[.local]

● <daemon>_flags=<args>
○ apmd_flags=NO  -  Daemon disabled
○ apmd_flags=    -  Daemon enabled
○ apmd_flags=-A  -  Daemons enabled with special flags

● Special services (pf, ipsec, etc.) only have a YES/NO option
○ pf_enable=YES

● pkg_scripts  -  Services that have to startup and shutdown in order
○ Example: pkg_scripts=messagebus cupsd



rcctl(8)

● rcctl enable <daemon>  -  Enable a daemon/service at boot
● rcctl disable <daemon>  -  Disable a daemon/service at boot

● rcctl get <daemon>  -  Get the configuration of a daemon
● rcctl set <service> <variable> <args>  -  Set daemon variables

○ Example: rcctl set apmd flags -A
○ Example: rcctl set dhcp user _dhcp

● rcctl order [daemon]  -  Move daemon to the beginning of pkg_scripts

● rcctl getdef <daemon>  -  Get the default config of a daemon



rcctl(8)

● rcctl ls <arg>  -  Display a list of services/daemons, one of:
○ rcctl ls all  -  All services and daemons
○ rcctl ls failed  -  All enabled but stopped daemons
○ rcctl ls on  -  All enabled daemons
○ rcctl ls off  -  All disabled daemons
○ rcctl ls started  -  All started daemons
○ rcctl ls stopped  -  All stopped daemons

● rcctl [-df] <action> <daemon>  -  Pass a command to the rc.d script
○ rcctl [-f] start <daemon>  -  Start the daemon (-f start regardless of daemon_flags)
○ rcctl stop <daemon>  -  Stop the daemon
○ rcctl restart <daemon>  -  Restart the daemon
○ rcctl check <daemon>  -  Check if the daemon is running















Logs
● Most logs are stored in /var/logs as you’d expect

○ Auth, pf, mail, daemons, etc.

● httpd logs are stored in /var/www/logs



Network interfaces
● /etc/myname  -  Hostname

● /etc/mygate  -  Static default gateway
○ Ignored by DHCP

● /etc/resolv.conf  -  Nameserver config
○ Overwritten by DHCP



ifconfig(8)

● Used for all network configuration
● No ip/iwconfig/wpa_supplicant/vconfig/brctl/nmcli

● Join wifi:
○ ifconfig iw0 join MySSID wpakey ThePassword

● Create vlan:
○ ifconfig vlan5 create
○ ifconfig vlan5 parent em1 192.168.5.1/24



Network interfaces
● /etc/hostname.<if>  where <if> is the name of the interface

● To enable DHCP on interface re0:
○ echo "dhcp" > /etc/hostname.re0

● To set a static IP on interface re0:
○ echo "inet <ip addr> <subnet mask> NONE" > /etc/hostname.re0
○ echo "inet 192.168.2.23 255.255.255.0 NONE" > /etc/hostname.re0

● To auto-join a wireless network when it’s around on iw0:
○ echo "join <NWID> wpakey <password>" > /etc/hostname.iw0



Network interfaces
● man hostname.if
● man ifconfig

● Anything that doesn’t match the configuration syntax is passed to ifconfig
○ Example: join Shopify wpakey NotThePassword

● Lines starting with a bang are run as commands
○ Example: !route add 10.0.5.0/24 10.0.1.1



Network interfaces
● /etc/netstart  -  Network startup script, configures:

○ hostname
○ loopback
○ bridges
○ Etc.

● To re-apply a configuration to an interface: sh /etc/netstart <if>











systat(1)

● Memory usage
● Memory allocations
● CPU usage
● Pigs (greedy processes)
● Network usage
● Interface usage
● I/O usage
● Sensors
● Firewall rules
● Firewall connections
● More











Package management
● pkg_add  -  Install packages
● pkg_delete  -  Remove packages

○ pkg_delete -a  -  Remove unused dependencies

● pkg_info  -  Get package information
○ pkg_info -Q  -  Search for packages























OpenBSD partitions
● Disks identified with DUID in /etc/fstab

● Disklabel partitions
○ Partition c is the whole disk

● Fast FileSystem (FFS)
○ Stable
○ Old
○ Updated frequently by OpenBSD









Commonly used commands
● ksh(1) default shell
● sysctl(8) manage kernel state
● usbdevs(8) to list usb devices
● pcidump(8) to list pci devices
● disklabel(8) to format OpenBSD disks
● sysctl hw.disknames to list disks
● vmstat(8) to check ram usage



Graphical Interface



Options
● FVWM  -  Full featured, complicated to configure
● CWM  -  Minimalist and keyboard oriented
● TWM  -  Old
● Install another one

○ Mate
○ GNOME
○ LXQt

● Change default WM in $HOME/.xsession



Enable Xenodm (Display Manager)
● rcctl enable xenodm
● rcctl start xenodm











Useful resources
● The FAQ - https://www.openbsd.org/faq/index.html
● Man pages online - https://man.openbsd.org/
● Mailing list - https://www.openbsd.org/mail.html
● IRC - #openbsd on Freenode
● OpenBSD Journal - https://undeadly.org/
● Planet OpenBSD - https://bronevichok.ru/openbsdnow/
● Reddit - https://www.reddit.com/r/openbsd/
● Mastodon - https://bsd.network/
● Awesome-openbsd - https://github.com/ligurio/awesome-openbsd 
● Me 😉 - https://blog.lambda.cx/ 

https://www.openbsd.org/faq/index.html
https://man.openbsd.org/
https://www.openbsd.org/mail.html
https://undeadly.org/
https://bronevichok.ru/openbsdnow/
https://www.reddit.com/r/openbsd/
https://bsd.network/
https://github.com/ligurio/awesome-openbsd
https://blog.lambda.cx/


Any Questions?



Thanks!


